
 

Recap

sec Def for private key enc

Enc Dec is secure

if for all poly time A

A wins many_times ec.gov

C A

K K b 10,13

fio.mil
Ct Enc K Mib

wins if b b



Good news If Enc Dec satisfies

Goldwasser above def then no

Micali 84

adversary learns anything

new from the ciphertext

Existence of
secure Enc Dec

Existence of
secure one way

functions

P NP



Goal of today's lecture

Pseudorandom Functions

secure private key
enc

Pseudorandom Functions PRF

Det keyed function sit

Fr for random k behaves like

a truly random function

Why PRFs are good starting point for

building secure encryption



Theory OWFs PRFs

Existence of owfs is necessary
and

sufficient for existence of sec enc

Practice Good candidate PRFs

extensively cryptanalysed

AES

motivating scenario Wifi protocols

F K x X Y

K X Y 10,13

Number of keys
2

Number
of

functions X Y 1711

272



Security Game for PRFs

E

b 0,13

K K

fol FCK

f o Unif random

function

Poly

wins if

b b



Fun with PRFs

Extending
co domain of PRF

Given F K X Y
t 1 1
10 13

Construct F K x X 10,13

using F

Candida

F K x F K x F k 201



Caner

F k x FCK a FCK FCK xD

At Construct a provably see

PRF F 50,13 10,13 10,13

assuming given PRF F 10,13 x

10,17

10.13

3 F kin Flk a

F k a ok

4 F k a FCK.se

FCK F k.ae a

5 F Kia FCK a FCK a FCK a



Secure encryption using secure PRFs

Goal Encryption scheme with

K M 10,13

Given PRF F 10,13 10,13 10,13

I
injective

Attempts

Ena k m F Kim Not sec

Dec k ct F K ct def one

2 Enc k m r FCK m 8

Dec k et

3 Snc k m t r F Kir m

Dec K t ca it FCK ct





Secure encryption unbold message space

Goal Encryption scheme with

M 10 13th

1 Enc k M Mt

M f Kir M FCK r

My FCK r

Not secure

I.me me.moin
I.t3

ct cts
M Mz



12 Weak PRFs

C A

fo.fi b

unit
random 2

6i

Show that weak PRFs secure enc

In Practice

PK CS v 1.5



Variant of PKCS v 1.5 Enc Standard

Uses F 0,13128 40,13128 0,13128

i
in bytes

Enc K m

M M Me Mt

if t is not multiple of


